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Getting GDPR right at Danske Bank requires a great deal of collaboration!!
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GDPR History within The Danske Bank Group

The first remarks on the
new regulation are
presented in Danske Bank
Group. The regulation is
subject to many political
discussions and a concrete
set of rules seem far away.
It is advised to follow the
development of the
regulation in order to assess
the consequences for
Danske Bank Group.

A project has been established in
Group IT in order to initiate and
anchor the implementation work
surrounding the GDPR.
Challenges in terms of scope,
extend and funding within the
business are arising.

The GDPR was formally approved in
the European Parliament in April,
with a 2 years and 20 day
implementation deadline..

Jan-May

In order to avoid double work, considerations
point to replace these work streams with
autonomous projects that are able to work across
the units and countries. It is an element that the
implementations process must be conducted
using a risk based approach and with the least
disturbance of the business and in the most cost
efficient way. In addition, an angle toward Danske
Bank Group’s customers must be taken into
consideration.

The GDPR SteerCo is established.

Oct-Dec

2016

2016

In order to create an overview the Program now works with
the Program Map as a guidance for the activities that are
initiated. In addition, documents now include the legal
requirements converted into actual actions and traceability
of the link between decisions and solutions/initiatives.

NNIT has presented the first drafted version of gab analysis,
which does not identify all of the GDPR risks

The first GDPR Solution Project is approved and initiated.

v

The regulation has begun to
take form. Legal and
Compliance advise the
establishment of a working
group in order to consider
the implementation of the
regulation. However, the
European Council has not
yet formally passed the
regulation.

May-Sep
2016

The GDPR Programme establish.

The GDPR requirements are mapped
and translated into high level actions
and defined as work streams.
However, it turns out that the work
streams have a lot of overlapping to
various business units because the IT
systems entwine and data flow
through many systems at once.

It is approved by the SteerCo to take
a Top-Down on process level and go
with a pilot with NNIT.

The overall purpose with the data
mapping provided by NNIT is to
point out the relevant gaps and
where to focus the changes
necessary for ensuring compliance,
by applying a risk based approach.
See next slide for further
information.

Jul-Aug
2017

Onboarding the GDPR Projects and adjusting
scopes to each Solution Project.

The new GDPR Reporting format is created to
improve GDPR understanding, illustrate gaps
across multiple countries, and communication
the distinction between the Group level
Solution Projects and the responsibility of
each individual business entity.



GDPR Programme Organization

The GDPR Programme is anchored in Personal Banking, with a Steering Committee
consisting of all Executive Board members except Thomas Borgen.

* Jesper Nielsen (PB) - Chairman
* Tonny Thierry Andersen (WM)
* Henriette Fenger Ellekrog (HR)
* Lars Stensgaard Mgrch (BB)

* Flemming Stig Pristed (Legal)

* Jim Ditmore (IT)

* Anders Meinert Jgrgensen (Compliance)
* Kim Larsen (Communications)

Henrik G. Kilsgaard (Group Legal)

Niels Lysgaard Mikkelsen (Group Legal)
Ditlev Hvelplund (Group Compliance)
Anne Birch Christensen (Group Compliance)
Kristine Timand Pedersen (Group Compliance)

Ole Steen Brams (Programme Lead)

Niels E Lindstrgm (IT Programme Lead) I
Kim H. Hendriksen (PB)
Melanie Ranfelt (IT)
Thomas Schmidt Rudolf (Sponsor)

e Kim Uhd Jepsen (IT) — Lead Business analyst
e Beate Larsen (IT) — Business analyst

28 Business Leads

25 consultants

m—————
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20 - 25 Project Managers
Between 1 — 25+ specialists pr. project




Danske Bank’s GDPR data mapping approach

Danske Bank has explored various approaches to the GDPR data mapping in order to identify the most suitable approach. After exploring a bottom up and IT driven
scanning approach the GDPR Programme selected a Top-Down Approach and utilizing the consultants from NNIT to support the group wide GDPR data mapping.

The overall purpose with the data mapping is to document the processes that contain personal data, the legal basis for processing it and to identify, which systems the
data is processed in, and finally to document the surrounding organizational and technical security controls. The Top down approach was selected to ensure quick progress
and must be viewed as a starting point to document, where Danske Bank’s business entities and the GDPR programme must collaborate to take steps to further clarify and
investigate the appropriate solutions to ensure compliance.

As a result of the selecting the interview based approach delivered by NNIT, Danske Bank has accepted the fact that the data quality will never reach 100% and that this
report will not be able to deliver a completely exhaustive gap report. It is, how ever, the best solution available at the time of this reporting.
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. Mo defined solution, no dedicated tools
. Good GDPR understanding

Specific tool for data stream analysis
High cost but many derived benefits

+  Very detailed and complex solution
© Not suitable for large organisations
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Limited number of people involved per
process

Assumed to be less timely and costly
compared to Bottom-up

Mapping exercise can be planned in a
structured manner

High Tevel of GDPR understanding
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Risk of missing certain data
elements/systems
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GDPR Programme components

The three GDPR Programme Pillars

1. Group wide data mapping 2. Group wide Solution Projects 3. Business unit level projects
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18 GOPR dste mapging updsta
The data mapping has progressed as planned over the summer break. New reporting
format to be tested in August to improve efficiencu and reduce NNIT cost.
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The data mapping has been carried out on a
risk based approach, where the sequence of
each business entity is decided by their
amount of personal data and level of
complexity.

The Group wide data mapping is conducted by
each business unit with the assistance of both
GDP and NNIT Consultants.

The latter has facilitated the data mapping
workshops and collected the GDPR data in a
GDPR Tool.

2. Oueruiew of the Solution Portiolia
SteerCo will have approved 80% of the mandatory Solution Prajects by the August 23™
GDPR meeting. The residual Solution Prajects will be tabled for approval in October.

The Group wide Solution Projects are
approved by Danske Bank GDPR Steering
Committee consisting of the entire ExBo,
minus Thomas Borgen.

Once a project manager has been allocated
she co-creates a project charter, which is to be
approved by the Project Steerco, on which the
GDPR Programme is always represented.
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The Group wide Solution Projects are designed
to cover the entire Group. This is not feasible
in every case, because some business entities
run on separate IT platforms, demanding local
GDPR Projects.

These will also be monitored by the GDPR
Programme to ensure that the entire Group
reaches the desired compliance levels.



GDPR data mapping update

Danske Bank has applied a risk and capacity based approach to our data mapping. Starting
with the entities with the largest amount of personal data and complexity.

Personal Banking (additional processes*)

Wealth

A A

Life and Pension

Marcom (starting with PB)

Baltics (Three countries, same IT system)

GTIL & GSL

Group HR

HR Services
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Group Risk
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C&l plus International banking
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Group Operations (only Personal Banking)

=
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Transaction Banking

=
w

Northern Bank (UK)

[y
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Non-core banking (Ireland)

=
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Nordania Leasing

=
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Mobile Pay

=
~N

Mobile Life

=
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Business Banking (incl. Operations)

=
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Group Physical Security

N
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CRM

N
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CFO/ Group Finance

N
N

CFO/ Treasury

N
w

Home

N
N

Group Process Dev.

N
v

Group Audit

N
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Group Procurement

N
~N

CFO/ Group Compliance

N
(o]

CFO/ Group Legal

29

Realkredit Denmark

* Has been added since last SteerCo

[ Preparing
I Data mapping
[ Reporting

A

Is finalizing legal and IT validation in August. Ready for final report early September.

Has mapped majority of processes, missing minor processes due to vacation.

Final GDPR Reportin new format to be presented on August 21.

Will close final steps late august and recieve GDPR report early September

Has mapped all operational processes during July, supporting processes to be mapped early Sep.

Has been postponed to September to allow for scope to be validated.

HR Danish processes have been mapped and instructions for local validation distributed in July.

Has started preparations in August.

Close to IT and Legal validation

Has started preparations in August.

Preparing for process mapping workshops.

Preparing for process mapping workshops.

Has mapped 50% of all processes, rest will be mapped early September

Preparations in progress will conduct.

Workshops in progress, will be ready for IT and Legal validation end August.

Preparations in progress, due to book workshops for process mapping.

NDA discussions have slowed progress, but has been resolved August 16th 2017.

Have booked workshops and is ready to start data mapping

Has booked process mapping workshops.

Will be mapped in August, has not been booked due to vacation.

Has booked process mapping workshops.

Has booked process mapping workshops.

Finishing up IT and Legal validation.

Preparations have started.

Finishing up IT and Legal validation.

Has been mapped over the summer break and in progress with IT and Legal validation.

Preparations have started.

Not started due to summer vacation.

3-5 processes will be mapped in September. Preparations done.

I On track

[ ] Minor delay
] Major delay



Danske Bank Group’s New GDPR Reporting Format has been introduced in August 2017 in
order to move beyond communicating gaps enabling immediate action.

k|
_ New GDRP Reporting Format objectives:
3 TR N 1. Improved understanding of the GDPR.
: 2 0. . . . . GDPRR
Dangke 2. Ability to include gaps in multiple countries el
3. Clarify Group level solutions
4. Describe business entity responsibilities
What has been retained from the NNIT report: What has been improved in the new format:
= The new report still contains the data collected during the GDPR * The new report explains the GDPR requirements, your business
workshops across your business entity. entity gaps, how the group solutions help resolve them and your
= The data relating to the gaps between your current state and the business entity responsibilities.
GDPR requirements is displayed in high level charts inside the * The new report has an outside-in structure, starting with the
report. customer perspective, moving to business entity impact and closes
= The data in each chart can be explored in great detail in the with group level impact.
spreadsheets located in the appendixes. * The data is broken into lists, enabling immediate action.




Customer centric approach

Customer experience has been a key design criteria since inception. The aim is to move
beyond tick-box compliance towards a joint effort to improve the customer experience.

GDPR SteerCo material from January 2018 Group wide Regulatory Innovation workshop conducted on August 28t 2017
| Danske [CENTY Value driven regulatory management
GDPR impact on customers has been.part Of the deSLgn criteria. At the current stage Of Current approach practiced by most companies Optimal approach to achieve business value
the programme we expect minimum impact
S@)l::ust:omerProrm'se Siloed Aligned
Turning GDPRi petitive parametar could ba dona by issuing
e e o ]
2) Theriski of inor corrections are received from FSA
Reactive .
Proactive
Disconnected Connected

Regulatory compliance Digital innovation Regulatory compliance Digital innovation

Based on extensive empirical global research (25 regulations over 115 years) and practical
implementation experience (2 year global project), as well as detailed analysis of

19 innovation drivers from regulations (100 research articles).
The GDPR Programme has set an ambitious course from the inception of the To build on the initial ambition the GDPR Programme hosted a group wide workshop
programme to deliver positive customer experience, despite the volume and on integrating innovation into the regulatory. The key note speaker was PhD Ake Freij,
complexity of the compliance requirements. who inspired the participants for an hour. The GDPR Programme facilitated a five

stream break out session to explore the application in Danske Bank. The 60
participants agreed that the learnings should inspire a more proactive approach,

completely in line with Danske Bank’s aspiration to turn regulatory requirements into
business opportunities.
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GDPR at Danske Bank-

Inspiring Customer Confidence
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