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AGENDA 

1. Hvorfor taler alle om Cyber Security lige nu? 
 

2. Cyber security - hvilke trusler er der i mod bankerne og 
bankernes kunder? 
 

3. Hvad er hovedudfordringen? 

 

4. Hvad samarbejder vi om i sektoren? 
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1. HVORFOR TALER ALLE OM CYBER SECURITY 
LIGE NU? 
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Fordi transaktionerne flytter på nettet 
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Kilde: Citi 2014 
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OG FORDI MODSTANDERNE ER BLEVET DYGTIGERE 
OG MERE SOFISTIKEREDE 
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FORDI SIKKERHEDSBEKYMRINGER KAN AFHOLDE 
BRUGERNE FRA AT BENYTTE DE DIGITALE KANALER 

Kilde: Danmarks Statistik, IT-anvendelse i befolkningen 2014 
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2. CYBER SECURITY - HVILKE TRUSLER ER DER I 
MOD BANKERNE OG BANKERNES KUNDER? 
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Eksempler på trusler for banker og kunderne 
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  A. ”Simpel” berigelseskriminalitet 

• Netbankindbrud 

• Kreditkortsvindel 

• Andre former for svindel 
 

B. Eksponering/læk af personfølsomme oplysninger 

 

C. Lukke infrastrukturen 
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A. Berigelseskriminaliteti DK: 
 - netbankindbrud og røverier 

2007 2008 2009 2010 2011 2012 2013

71 109 93 135 116 71 35

187 251 111 12 10 199 170

406.131 871.913 905.359 57.739 21.289 6.289.748 2.081.422

3.045.980 6.539.346 6.790.191 433.043 159.668 843.231 279.044
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A. Berigelseskriminalitet: netbankindbrud 
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Netbankindbrud i DK 
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A: Berigelseskriminalitet, digital svindel 
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A: Berigelseskriminalitet, digital svindel med nye 
teknologier, ex: Mobile Pay 
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B. Læk af personfølsomme oplysninger 
Ex: Se og Hør sagen 
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B. Læk af personfølsomme finansielle oplysninger.  
Ex: fra 2014: Home Depot, Target, Staples 

Retailleddet:  

• Home Depot (største DIY-kæde i USA): Den 18. september 
2014 bekræftede Home Depot, at hackere havde fået 
adgang til 56 millioner betalingskortnumre. 

• Target (supermarkedskæde med 1.800 butikker i USA): data 
(navne, kreditkortnumre) om 40 mio. amerikanere blev 
stjålet i november og december 2013. 

• Staples (kontorudstyrskæde): kreditkortoplysninger fra 
mere end 1 mio. amerikanere stjålet. 

 

Og også banker: 

• JP Morgan fik i 2014 kompromitteret personoplysninger om 
kontorholdere af 83 mio. konti. 
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B. Eksempler på bankrelaterede angreb i 2014 
(kilde: http://www.itgovernance.co.uk/blog/list-of-the-hacks-and-breaches-in-2014/ 

January 

• 1 January, 2014 – 1.1 MILLION customers’ credit card data was swiped in Neiman Marcus breach 

• 20 January, 2014 – Credit Card Details of 20 Million South Koreans Stolen 

• 25 January, 2014 – Michaels Stores confirms payment card information compromised in breach 

February 

• 24 February, 2014 – YouTube ads spread banking malware 

• 25 February, 2014 – Mt. Gox exchange goes dark as allegations of $350 million hack swirl 

March 

• 14 March, 2014 – Credit Card Breach at California DMV 

• 28 March, 2014 – Malware in 34 Spec’s stores, payment data compromised for 550K 

May 

• 9 May, 2014 – WooThemes users notified of payment card breach, 300 reports of fraud 

June 

• 14 June, 2014 – P.F. Chang’s Confirms Credit Card Breach 

• 25 June, 2014 – European Bank Hit by Cyber Attack; £400,000 stolen 

August  

• 5 August, 2014 – Goodwill and FBI Investigate Possible Security Breach 

• 15 August, 2014 – Supervalu supermarket chain begin investigating possible data breach 

• 28 August, 2014 – FBI Probes Possible Hacking Incident at J.P. Morgan 

September 

• 4 September, 2014 – Home Depot suffers breach that may be larger than Target’s 

• 5 September, 2014 – 800k Payment Cards Compromised in Goodwill Industries Breach 

• 18 September, 2014 – Home Depot: 56M Cards Impacted, Malware Contained 

• 23 September, 2014 – 880,000 Affected by Viator Payment Card Breach 

• 25 September, 2015 – Payment card data stolen in Jimmy John’s data breach 

• 30 September, 2014 – SuperValu compromised again – for the second time in three months 

• October 

• 3 October, 2014 – JPMorgan suffers data breach affecting 76 million customers 

• 10 October, 2014 – Dairy Queen data breach hits 395 stores 

• 21 October, 2014 – Staples stores investigated: suspected payment card breach 

November 

• 7 November, 2014 – Home Depot admits 53 million email addresses stolen in data breach 

• 13 November, 2014 – Data breach affects 2.7 million HSBC Turkey cardholders 

• 18 November, 2014 – Staples confirms POS malware attack 

December 

• 4 December, 2014 – Possible credit card breach at Bebe Stores 

• 11 December, 2014 – Electronic payment company CHARGE Anywhere suffers five-year breach 

• 22 December, 2014 – Staples confirm details of six-month breach, 1.16 million cards affected 

•   

http://www.itgovernance.co.uk/blog/list-of-january-data-breaches-and-cyber-attacks/
http://www.theregister.co.uk/2014/01/24/neiman_marcus_breach_update/
http://www.infosecurity-magazine.com/news/credit-card-details-of-20-million-south-koreans/
http://www.itgovernance.co.uk/blog/michaels-stores-confirms-payment-card-information-compromised-in-breach/
http://www.itgovernance.co.uk/blog/list-of-february-data-breaches-and-cyber-attacks/
http://grahamcluley.com/2014/02/youtube-malware/
http://www.pcworld.com/article/2101460/mt-gox-trading-halts-website-down-amid-speculation-of-its-closure.html
http://www.pcworld.com/article/2101460/mt-gox-trading-halts-website-down-amid-speculation-of-its-closure.html
http://www.pcworld.com/article/2101460/mt-gox-trading-halts-website-down-amid-speculation-of-its-closure.html
http://www.pcworld.com/article/2101460/mt-gox-trading-halts-website-down-amid-speculation-of-its-closure.html
http://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-march/
http://krebsonsecurity.com/2014/03/sources-credit-card-breach-at-california-dmv/
http://www.scmagazine.com/malware-in-34-specs-stores-payment-data-compromised-for-550k/article/340302/
http://www.itgovernance.co.uk/blog/list-of-cyber-attacks-and-data-breaches-in-may/
http://www.woothemes.com/2014/05/important-info-for-woothemes-customers/
http://www.woothemes.com/2014/05/important-info-for-woothemes-customers/
http://www.woothemes.com/2014/05/important-info-for-woothemes-customers/
http://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-june/
http://krebsonsecurity.com/2014/06/p-f-changs-confirms-credit-card-breach/
http://www.itgovernance.co.uk/blog/european-bank-hit-by-cyber-attack-400000-stolen/
http://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-august/
http://www.itgovernanceusa.com/blog/goodwill-and-fbi-investigate-possible-security-breach/
http://www.itgovernanceusa.com/blog/supervalu-supermarket-chain-investigating-data-breach/
http://www.wsj.com/articles/fbi-probes-possible-computer-hacking-incident-at-j-p-morgan-1409168480
http://www.itgovernance.co.uk/blog/list-of-cyber-attacks-and-data-breaches-in-september/
http://www.itgovernanceusa.com/blog/home-depot-suffers-breach-that-may-be-larger-than-targets/
http://www.itgovernanceusa.com/blog/800k-payment-cards-compromised-in-goodwill-industries-breach/
http://krebsonsecurity.com/2014/09/home-depot-56m-cards-impacted-malware-contained/
http://www.itgovernanceusa.com/blog/880000-affected-by-viator-payment-card-breach/
http://www.itgovernanceusa.com/blog/880000-affected-by-viator-payment-card-breach/
http://www.itgovernanceusa.com/blog/880000-affected-by-viator-payment-card-breach/
http://www.itgovernanceusa.com/blog/880000-affected-by-viator-payment-card-breach/
http://www.itgovernanceusa.com/blog/payment-card-data-stolen-in-jimmy-johns-data-breach/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/supervalu-compromised-again-for-the-second-time-in-three-months/
http://www.itgovernanceusa.com/blog/list-of-data-breaches-and-cyber-attacks-in-october/
http://www.itgovernanceusa.com/blog/jp-morgan-suffers-data-breach-affecting-76-million-customers/
http://www.itgovernanceusa.com/blog/dairy-queen-data-breach-hits-395-stores/
http://www.itgovernanceusa.com/blog/staples-stores-investigated-suspected-payment-card-breach/
http://www.itgovernanceusa.com/blog/list-of-data-breaches-and-cyber-attacks-in-november/
http://www.itgovernanceusa.com/blog/home-depot-admits-53-million-email-addresses-stolen-in-data-breach/
http://www.itgovernance.eu/blog/data-breach-affects-2-7-million-hsbc-turkey-cardholders/
http://www.itgovernanceusa.com/blog/staples-confirms-pos-malware-attack/
http://www.itgovernance.co.uk/blog/list-of-cyber-attacks-and-data-breaches-in-september/
http://www.itgovernanceusa.com/blog/possible-credit-card-breach-at-bebe-stores/
http://www.itgovernanceusa.com/blog/possible-credit-card-breach-at-bebe-stores/
http://www.itgovernanceusa.com/blog/possible-credit-card-breach-at-bebe-stores/
http://www.itgovernanceusa.com/blog/possible-credit-card-breach-at-bebe-stores/
http://www.itgovernanceusa.com/blog/electronic-payment-company-charge-anywhere-suffers-five-year-breach/
http://www.itgovernanceusa.com/blog/electronic-payment-company-charge-anywhere-suffers-five-year-breach/
http://www.itgovernanceusa.com/blog/electronic-payment-company-charge-anywhere-suffers-five-year-breach/
http://www.itgovernanceusa.com/blog/staples-confirm-details-of-six-month-breach-1-16-million-cards-affected/
http://www.itgovernanceusa.com/blog/staples-confirm-details-of-six-month-breach-1-16-million-cards-affected/
http://www.itgovernanceusa.com/blog/staples-confirm-details-of-six-month-breach-1-16-million-cards-affected/
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DDoS vil ske i fremtiden og infrastrukturen hærdes i forhold til det. 

C. Lukke infrastrukturen Ex: DDoS lukker forretningen 
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3. HVAD ER HOVEDUDFORDRINGERNE? 
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Dubex: Hvad kan vi lære af 2014?) 
 

”2014 har på mange punkter været et skelsættende år for 
sikkerhedsindustrien.  

Cyberangrebene har nået et ikke tidligere set niveau målt på 
mængde, længde, kompleksitet og mål.  

Og truslerne vokser fortsat og udvides til nye mål og områder. De 
tekniske angrebsmuligheder er mere mangfoldige end nogensinde, 
og hackere kombinerer metoderne på nye og skræmmende måder.  

Selv organisationer med godt styr på sikkerheden er ofre for 
succesfulde angreb.” 

 
(Kilde: Dubex, Hvad kan vi lære af 2014?) 
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Vilkår: nye teknologier, nye trusler 

 

 

 

 

 

 

 

 

 

 

 
 

Kilde:  

New York State, Department of Financial Services, Report on Cyber Security in the Banking Sector 

Governor Andrew M. Cuomo, Superintendent Benjamin M. Lawsky, Maj 2014 
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Vilkår: Nye aktører 
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4. HVAD SAMARBEJDER VI OM I 
FINANSSEKTOREN? 
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Vi gør allerede meget (regulering) 

Der findes allerede en meget omfattende regulering og tilsyn med 
finansielle virksomheder i forhold til it-sikkerhed: 

 

• persondataloven,  

• lov om finansielle virksomheder,  

• lov om betalingstjenester og elektroniske penge,  

• bekendtgørelse om ledelse og styring af pengeinstitutter m.fl.,  

• bekendtgørelse om outsourcing af væsentlige aktivitetsområder,  

• bekendtgørelse om systemrevisionens gennemførelse i fælles 
datacentraler og  

• bekendtgørelse om revisionens gennemførelse i finansielle 
virksomheder mv. samt finansielle koncerner.  

 

Reguleringen efterleves individuelt af den enkelte bank i dag. 
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Vi gør allerede meget (sektorsamarbejde) 

Eksempler på eksisterende sektorsamarbejde om it-sikkerhed 

 

• IT-sikkerhedsforum 

• Sektorfælles kontrakt med en ekstern sikkerhedsleverandør 

• Samarbejdsudvalget for kort- og netbankmisbrug 

• NemID-koordinationsudvalg 

• Aftale med GovCERT 

• Deltager i div off. fora: Strategisk samarbejdsforum for 
cybersikkerhed, Forum for identitetstyveri  

• Intranationalt : EBF IT-fraud task force, EU FI ISAC, Nordic eBanking 
Security Summit  m.v. 
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Og vi kommer til at gøre endnu mere 

• styrke de enkelte bankers muligheder for at håndtere 
cyber- og it-sikkerhedstrusler 
 

• styrke sektorsamarbejdet og handlemulighederne i sektoren 
i forhold til cyber- og it-sikkerhedstrusler både nationalt og 
internationalt 
 

• styrke samarbejdet med det offentlige og med andre 
interesseorganisationer  
 

• bidrage til at sikre, at borgerne har den nødvendige viden 
om it-sikkerhed 
 

• bidrage til at styrke især mindre virksomheders muligheder 
for at beskytte sig imod cyber- og it-sikkerheds­trusler. 
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SPØRGSMÅL ELLER 
KOMMENTARER 

 
Bruges når der skal være 

mulighed for spørgsmål fra 
 


